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Nearly half of organizations indicate experiencing a

security incident involving an Al agent within the past

12 months.
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prepared prepared not prepared at all.
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Biggest Operational Challenges When Managing Al Agents

Compliance [ gEEE0 Orchestration R
Change management [REl0V Reliability / drift EMEF
Security WPEEZ Shadow Al P

Cost management liEZ Lack of proper tooling [E:EZ

Integration complexity BIEA Scaling  [EEEA

Adoption BlEA Talent & expertise shortages LA

Monitoring & observability gaps IREEA Unsure . 2%

Human-in-the-loop overhead REFA Vendor lock-in / platform sprawl . 1%

JRE R PP IERRAE T — AN AT, AR R A WD M R A A O A T O RIARIE AT N L e AR A 4 2
BB v HAR A 7 T FR 2 /7761 Uncertainty.
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What percentage of employees at your company use Al Agents
in their day-to-day work?

30%
23% 24%
16%
2% 3% 3%

0% 1-25% 26-50% 51-75% 76-99% 100% Unsure

Which business functions use Al Agents the most
in their day-to-day work?

IT EEEES DevOps
Security BEEEZ HR

Customer service/support REEES C-suite/upper management
Engineering BR¥EA Finance .9%

Sales Y174 Other .4%

Marketing EEFZ73
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How many Al Agents does your organization currently have in
production?

Sanctioned Al Agents 2%,

44% 36% 13%

Unsanctioned Al Agents 39%2%

54% 18% 24%

@ 1-100 @ 101-500 @@ 501-1000 @ 1001-5000 5000+

How many different Al Agent platforms

are in use across your enterprise?
2%

80 ®1 @23 ®@4-6 7-10 11+ Unsure

What percentage of your

o Al/security budget will be
A4T% allocated to Al agent
security specifically?



AR XS

29%
28%
24%
21%
20%
19%
18%
17%

How confident are you in your ability to detect
and respond to Al Agent-related incidents today?

15% Highly confident
45% Moderately confident
Slightly confident

Not at all confident

What types of Al Agent-specific security risks concern you most?

Prompt injection 16% Unsafe tool use / function-calling 6% RAG poisoning

Cost abuse / runaway calls 12% Multi-agent risks 6% Lateral movement

Secrets exposure 11% Insecure memory 6% Inadequate

Jailbreaks / policy bypass 8% Workflow/orchestrator LA e

Data exfiltration vulnerabilities 5% Supplychain risks
7% Unsafe code execution 2% Unsure

Over-privileged agents

Unsafe browsing/scraping tools 7% Impersonation / spoofed agents 1% Other

7% Insufficient monitoring &

MCP server vulnerabilities .
anomaly detection

Have you experienced a security incident
involving an Al Agent in the past 12 months?

47% Yes

& 42% No

Not sure
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On average, how long does it take to detect and respond to a
security incident involving a compromised Al Agent (from initial
compromise to full remediation)?

2%

17%

B <lhour @ 1-4hours @ 5-24 hours B 1-3days @ 4-7days B >1week Not sure

How confident are you that your
organization's current security tools can
detect Al Agent-specific threats?

16% Highly confident

@ 40% Moderately confident

Slightly confident

Not at all confident
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How often are Al Agents tested for vulnerabilities or misconfigurations?

More frequent than weekly 9%
Weekly

Monthly 35%

Quarterly 13%

Annually

Less than once a year

Only before deployment

3 N E =
o
S Bl B o

Never / Not tested

(o))
~0
o~

Unsure 10%

HES5EM

What percentage of Al Agents in your enterprise currently have
clearly defined ownership?

6% 20% 34% 10% 5%

8 0% B 1-25% @ 26-50% @ 50-75% 76-99% 100%
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Who is responsible for Al Agent security in your organization?

60%
39% 37%
28%
3%
0%
Security DevSec- Cloud  Application It varies Other No one
Operations Ops Security Security

Do you have formal governance policies for
Al Agent usage?

31% Yes — documented and fully
adopted

50% Somewhat — partially documented
B or inconsistent across teams

12% No — there are no formal policies
in place

6% Not sure

]/5_

[

)

o MURLETA 2026, =~%aBER. LREAITA RUCR .

3%

Other
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Which compliance frameworks most influence your Al agent governance

and compliance strategy? (select all that apply)

HIPAA 43% ISO/IEC 42001

NIST Al RMF 37% GDPR

SOC 2 /1S0O 27001 34% Other industry-specific regulations

EU Al Act 31% None of the above

How prepared do you feel for upcoming Al
Agent-specific regulations in your industry?

. 13% Highly prepared

gy 38% Moderately prepared
o
=

41% Slightly prepared

Not at all prepared

28%

27%

9%

6%
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What types of sensitive data do your Al Agents
access most frequently?

Financial records
Customer data

Payment card data

Contracts, legal &
privileged documents

HR & employee data
Intellectual property
Credentials & secrets

Vendor & supplier data

39%

37%

30%

30%

27%

23%

22%

19%

Trade secrets
Pl

PHI

Government-regulated/
classified data

Unsure
None

Other

19%

.6%

.2%
0

How often do Al Agents exceed their intended

permissions or act outside their scope?

8% 24%

@ Never

15%

@ Rarely B Occasionally @ Sometimes

Unsure

RALETE 2026,

\J

/

=R R

FT A AR
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What are your organizations most used Agentic Platforms?

Microsoft Copilot / Azure OpenAl EBEA
Google Vertex Al BEES
Anthropic Claude BPESA

Custom in-house platform
AutoGen BESA
Enterprise agent suites JRFEZS

Other . 2%

Where are Al Agents typically deployed in your organization?

]

2%

Private cloud Public cloud On-premises Edge Air-gapped/ Other
Environments  disconnected
networks
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What are the biggest operational challenges your organization
faces when managing Al Agents?

Compliance [JEENE Orchestration

Change management [RE[0FZ) Reliability / drift BMEFS
Security BPEEZ Shadow Al P&

Cost management BliE/ Lack of proper tooling

Integration complexity Bel5A Scaling
Adoption BeiEA Talent & expertise shortages

Monitoring & observability gaps 19% Unsure . 2%

Human-in-the-loop overhead EEEA Vendor lock-in / platform sprawl . 1%

RRBEE

What are your organization’s top priorities for investing in Al Agents
in the next 12-24 months?

Cost optimization [EIEZA

Security and risk management EE¥EA
In-house development of custom agents [JeEEA
Research and innovation (R&D) RE{iEA

Orchestration and integration across systems {053

Governance and compliance [PERA
Adoption of third-party agent platforms/tools JekEA
Infrastructure and scalability ~JpIoEZ8

Talent and skills development [REEA
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Which emerging Al Agent technologies are you most interested in?

Multi-agent 50%

H )
collaboration Multimodal agents [PPAA)

Safety, guardrails & 30%

R Continual learning PEZ
formal verification

Retrieval-augmented 27% Embodied / robotics 20%
agents (RAG) agents

Au:conomous 24%
goal-seeking agents

Model Context
Protocol (MCP)

Privacy-preserving Domain-specific agent -
agents 2688 OS / workspaces 12%

Long-term memory BRFEZ

24% Self-reflection BEIEA

Real-time
voice agents

23% Unsure

2%

How many Al agents do you expect your
organization will have live by the end of 2026?

26% 1-100

" 38% 101-500
@ 27% 501-1000
1001-5000
5000+
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@ Location

@ Americas

@ Europe, Middle East,
Africa (EMEA)

Asia Pacific (APAC)

& Organization Size

15%

1-100 101-1,000 @ 1,001-5,000

27%

1%
10%
10%
7%
6%

4%

@ 5,001-10,000 @ 10,001+

¢¥ Organization Industry

Telecommunications, Technology, 4%
Internet & Electronics 3%
Education 2%
Finance & Financial Services 29
Entertainment & Leisure 2%
Business Support & Logistics 2%
Construction, Machinery, and o
2%

Homes

. 2%
Healthcare & Pharmaceuticals

Manufacturing

Automotive

Government

Insurance

Prefer not to answer
Advertising & Marketing
Utilities, Energy, and Extraction

Retail & Consumer Durables

1%
1%

1%
1%
1%
1%
1%

Agriculture

Airlines & Aerospace
(including Defense)

Food & Beverages

Health & Fitness

Real Estate
Transportation & Delivery

Nonprofit
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{83 Primary Functional Area of Role

& 22% @G 9% & 41%

Security IAM IT Operations

4% Qo 7% o 6%
@ Data / ML @ BusineSOSUnit O Executigat
leadership

Job Level

. 15% C-level or Executive

21% Director
40% Manager
23% Staff

11%

DevOps /
Platform
engineering
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